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Abstract: The Industrial Internet of Things (IIoT) holds significant potential for improving efficiency,
quality, and flexibility. In decentralized systems, there are no trust-based centralized authentication
techniques, which are unsuitable for distributed networks or subnets, as they have a single point of
failure. However, in a decentralized system, more emphasis is needed on trust management, which
presents significant challenges in ensuring security and trust in industrial devices and applications. To
address these issues, industrial blockchain has the potential to make use of trustless and transparent
technologies for devices, applications, and systems. By using a distributed ledger, blockchains can
track devices and their data exchanges, improving relationships between trading partners, and
proving the supply chain. In this paper, we propose a model for cross-domain authentication between
the blockchain-based infrastructure and industrial centralized networks outside the blockchain to
ensure secure communication in industrial environments. Our model enables cross authentication
for different sub-networks with different protocols or authentication methods while maintaining
the transparency provided by the blockchain. The core concept is to build a bridge of trust that
enables secure communication between different domains in the IIoT ecosystem. Our proposed model
enables devices and applications in different domains to establish secure and trusted communication
channels through the use of blockchain technology, providing an efficient and secure way to exchange
data within the IIoT ecosystem. Our study presents a decentralized cross-domain authentication
mechanism for field devices, which includes enhancements to the standard authentication system. To
validate the feasibility of our approach, we developed a prototype and assessed its performance in a
real-world industrial scenario. By improving the security and efficiency in industrial settings, this
mechanism has the potential to inspire this important area.

Keywords: security; trust management; authorization; authentication; industrial blockchain; IIoT;
cross authentication

1. Introduction

Industrial communication systems play a crucial role in factory automation, manu-
facturing, and process control, enabling the exchange of data between controllers, sensors,
actuators, input/output devices, and other industrial equipment [1].

As the Industrial Internet of Things (IIoT) continues to evolve, it becomes imperative
to establish secure and reliable global connectivity for industrial equipment, ensuring the
efficiency, reliability, and safety of industrial processes [2]. This requires the implemen-
tation of robust cyber security measures, such as access controls, encryption, intrusion
detection and prevention, and security monitoring, to safeguard against potential cyber
threats and attacks. Additionally, it is important to ensure that all stakeholders in the
IIoT ecosystem, including equipment manufacturers, system integrators, and end users,
have a shared understanding of the security risks and challenges associated with IIoT [3],
and are committed to following best practices and standards to address them. Ultimately,
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a comprehensive and proactive approach to IIoT security is essential to enable the full
potential of this transformative technology while minimizing the risk of cyber incidents
and their potentially devastating impact on critical infrastructure and operations. This
requires secure and reliable communication from the most remote field equipment through
appropriate communication systems and interfaces [4]. However, this increased connectiv-
ity and sustainable energy [5], also increases the vulnerability of the industrial environment
to attacks [6]. As IIoT continues to mature, the security risks it introduces become more
serious, exposing the IIoT environment to a range of cyber threats [7].

To address the security concerns in IIoT systems, incorporating blockchain technology
can be a promising solution [8]. Blockchain-IoT, the integration of blockchain and IoT technolo-
gies, offers several benefits such as secure and efficient data storage and management, new
use cases and applications, and enhanced privacy and security. By leveraging the strengths of
both technologies, Blockchain-IoT can revolutionise various industries and bring significant
improvements to existing solutions. However, despite its potential benefits, the adoption of
Blockchain-IoT is still in its early stages and poses significant challenges [9]. These challenges
include trust, privacy, authorisation, and security. When utilizing blockchain in the IIoT en-
vironment, careful consideration must be given to its application. It is not necessary to store
all data, especially sensor values generated every millisecond, in the blockchain. Instead,
blockchain can serve as a transparent and immutable storage solution for critical data,
such as machine maintenance records and ordering information that require confirmation
from various stakeholders. Additionally, blockchain can provide a platform for achieving
consensus among stakeholders. By adopting this approach, the advantages of blockchain
technology can be effectively harnessed in the IIoT environment while optimizing its use for
specific data types and scenarios. This would ensure a careful consideration and effective
implementation of Blockchain-IoT, ultimately overcoming the challenges and ensuring
successful adoption in IIoT systems.

The implementation of blockchain technology in the Industrial Internet of Things
(IIoT) environment has the potential to enhance trust and transparency for devices, applica-
tions, and systems. Additionally, blockchains can track devices and their data exchanges,
improving supply chain processes [10]. This is achieved by leveraging the transparency
provided by blockchain, which can improve supply chain processes [11].

However, the adoption of blockchains in the IIoT has been impeded by several roadblocks.
For instance, public blockchains allow users to pass the authentication procedure based on a
single attribute, such as the user’s local history of actions in a certain location [12]. This means
that a malicious user who behaves in one zone may be able to bypass authentication in
another [13]. In response, we propose an IIoT architecture that combines existing central-
ized and local authentication methods from fieldbus devices. Additionally, we introduce
distributed cross authentication on the application layer to verify devices across different
fieldbus systems. This system operates on full blockchain nodes, ensuring decentralization
and distribution. The core concept involves cross authentication for different sub-networks
with diverse protocols or authentication methods while maintaining the transparency
provided by the blockchain.

The remainder of this paper is structured as follows. Section 2 provides an overview of
the state-of-the-art, while Section 3 presents the proposed system architecture and defines the
problem. Section 4 outlines the scheme for cross authentication, and Section 5 discusses formal
verification and the benefits of the proposed scheme. Finally, in Section 6, the paper concludes.

2. State of the Art

Cross-authentication is a critical aspect of distributed systems that enables secure
communication between different entities in a network. With the increasing adoption of
distributed systems, cross-authentication has become a significant research area to ensure
the integrity and confidentiality of data transmission.
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2.1. Cross Authentication

Cross-authentication plays a vital role in ensuring secure communication among
different entities in distributed systems. As the adoption of distributed systems continues to
grow, cross-authentication has emerged as a significant research area aimed at safeguarding
the integrity and confidentiality of data transmission.

In the process of cross-authentication, users in different network domains are authen-
ticated through the issuance of cross-certificates across multiple certificate authorities [14].
This approach involves trust anchor certificate authorities utilizing their private keys to
issue digital certificates, establishing trust between domains.

To address security concerns such as key escrow and certificate maintenance complex-
ity, Qikun et al. introduced a dynamic and cross-domain authenticated asymmetric group
key agreement protocol that incorporates cross-domain authentication [15]. This protocol
enables secure communication between diverse network domains. Similarly, Lee et al.
proposed a cross-layer authentication protocol for the Internet of Things, featuring a novel
integration technique [16]. This protocol offers the option of utilizing an additional secret
key, exhibiting lower computational complexity and reduced overhead compared to con-
ventional Authentication and Key Agreement (AKA) protocols, while still maintaining
competitive authentication performance.

Shawky et al. presented a cross-layer authentication scheme designed for secure
vehicular communication [17]. This scheme verifies the legitimacy of terminals at upper
protocol layers and performs re-authentication at the physical (PHY) layer using unique
PHY-layer signatures.

Jia et al. introduced an identity-based cross-domain authentication scheme for the
Internet of Things that employs blockchain as a decentralized trust anchor, as opposed
to traditional certificate authorities [14]. This approach utilizes an identity-based self-
authentication algorithm as a replacement for traditional Public Key Infrastructures (PKI)
authentication. Furthermore, Chen et al. proposed a cross-authentication model for hetero-
geneous domains, implementing mutual entity authentication based on certificate-based-
PKI and ID-based authentication [18]. In another study, Jan et al. identified shortcomings
in previous protocols for securing Internet-of-Drones (IoD) and proposed an improved and
robust public key infrastructure (PKI)-based authentication scheme [19].

2.2. Cross Authentication in Distributed Systems

The distributed nature of blockchain technology enables the emergence of novel
business models and organizational structures, fostering self-organizing economies [20].
Nevertheless, it is crucial to address privacy and security concerns when transitioning to
this new paradigm.

In distributed networks involving multiple domains, preserving privacy for nodes
and domains is of utmost importance. Cross-authentication across different domains serves
as an effective means of securing communication. To enhance the efficiency and credibility
of authentication in the IoT domain, Guo et al. proposed a master-slave chain-based
cross-domain authentication technique [21].

Wang et al. presented a blockchain-based multi-certificate authority (CA) cross-domain
authentication scheme within a decentralized autonomous network [22]. The scheme aims
to improve the efficiency of cross-domain authentication by enabling the sharing of cross-
domain certificate information among multiple domains. Additionally, a cross-domain
certificate revocation mechanism is designed.

In the context of the Industrial Internet of Things (IIoT), Zhong et al. proposed a
distributed cross-domain message authentication scheme with conditional privacy preser-
vation [23]. This scheme leverages secret sharing technology and batch authentication to
reduce latency and enhance system flexibility.

Yuan et al. proposed a dynamic cross-domain authentication scheme (DCAGS-IoT)
for the Internet of Things (IoT) using group signature technology and a distributed system
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architecture of blockchain [24]. This scheme allows group signature users to sign on behalf
of a group, protecting individual privacy and enabling tracking of suspicious users.

Huang et al. introduced a unified blockchain-assisted secure cross-domain authoriza-
tion and authentication framework for smart cities [25]. The framework ensures transparent
cross-domain resource access while preserving user privacy. Privacy-preserving techniques
such as homomorphic encryption and zero-knowledge proofs are employed to safeguard
users’ sensitive information.

Xue et al. proposed a secure and efficient cross-domain authentication scheme based
on two cooperative blockchains (BCs) for medical consortium systems [26]. The scheme
utilizes intra-domain and inter-domain BCs to record authentication information and
protect against unauthorized access.

Zhang et al. have previously proposed a blockchain-based approach for cross-domain
authentication [27]. However, assuming that all domains have trustworthy users is unrealistic,
and relying on a single authentication server in each domain poses a significant risk of failure.

To address these issues, Wang et al. utilize consortium blockchain technology to
construct a decentralized network with root certificate authorities serving as verification
nodes [28]. The hash values of permitted certificates are stored in each block, and the
verification procedure simply checks whether the computed hash of the user’s certificate
matches the hash stored in the blockchain.

Shen et al. introduced BASA, a blockchain-assisted secure device authentication
system for cross-domain IIoT [29]. They propose the use of a consortium blockchain to
foster trust development across distinct domains. Throughout the authentication process,
identity-based signatures (IBS) are utilized. However, they recommend employing a
Storage server for cross-authentication and assume the environment to be completely
trustworthy for sharing domain-specific data.

3. System Overview and Problem Definition

This section is organized into four subsections for clarity and structure. Section 3.1,
“System Overview”, describes a use case that establishes distributed connections between
different factories. The network consists of various devices that communicate with each
other using local and cross-domain communication.

Section 3.2, “Cross Domain Problem Statement”, addresses the challenge of cross-
domain communication, where multiple enterprises and organizations share resources
in a decentralized network environment. Two approaches are discussed to overcome
this problem, including the use of PKI for secure communication, and the challenges of
integrating field devices into the blockchain network.

Section 3.3, “Blockchain Vulnerabilities”, highlights the security issues that may arise
from the utilization of blockchain and emphasizes the importance of addressing them to
ensure a secure system.

Lastly, Section 3.4, “Requirements”, introduces and discusses the requirements based
on the previous subsections that are necessary to address the cross-domain challenge. This
reorganization improves the flow and style of the text, making it easier to understand the
main points of each subsection.

3.1. System Overview

The industrial revolution, commonly referred to as Industry 4.0 or even 5.0, has brought
forth new opportunities and challenges for factories operating in an increasingly intercon-
nected world. Traditionally, each industry has maintained its own security management
system, resulting in limited collaboration and interoperability with other industries. Recognis-
ing this need for cross-industry collaboration, the Schloss system was developed [30].

The Schloss system represents a decentralized network that connects multiple factories,
leveraging blockchain technology to foster mutual benefit and cooperation as shown in
Figure 1. In this system, each local user is authenticated within their own company and
is subsequently invited to join a private blockchain. To become an active node within the
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network, authentication through a full node is required, and an ID is obtained from the
authorisation management process. The establishment of trust among selected subnetwork
for each company stakeholder as member in private blockchain is facilitated through the
universal Trust Management System (TMS). The TMS serves as a mechanism to establish
and maintain trust across the network, enabling secure collaboration and data exchange
among diverse industrial stakeholders.
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Figure 1. The used Schloss system architecture [30].

The trust level of nodes is calculated for a certain amount of time and stored in
blockchain. The performance of nodes within the network is assessed based on their behav-
ior. These nodes consist of various devices, including gateways, computers, controllers,
as well as end devices such as sensors and actuators. There are two types of communica-
tion exists between nodes: local communication for communication to local devices and
authentication in each subnetwork, and cross-domain communication, which involves
transferring local user authentication from one subnetwork to another. Nodes may only
access data on the network after being authenticated through a full node and obtaining
an ID from the Authorization Management (AM), which consists of the most trustworthy
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nodes in the blockchain. The trust value is calculated based on various factors, including a
device’s behavior, behavioral history, impact on the network, and certificate status in the
current authentication system. Depending on the level of privacy and network behavior
needed, different entities may be required to ensure that the system meets requirements.

3.2. Cross Domain Problem Statement

In Figure 2, we see the problem model where multiple enterprises and organizations
share resources in a decentralized network environment. In this scenario, a single trust
domain cannot provide numerous services, requiring users to visit several domains. Consider
User A from domain A who wants to access Service A in domain B. To validate User A, the
authentication server in domain B may require User A’s root CA certificate to obtain their
identity certificate. However, this method has drawbacks, including a complex authentication
process, frequent signature verification, and certificate management complexity.

Alternatively, Domains A and B can be certified by a third-party certification body.
While this approach is more efficient, it also has some disadvantages. Third-party certifica-
tion authorities can create single points of failure and privacy breaches.

Trusted third party 
(third party

authentication)

Domain A Domain B

Request ServiceUser
A1

Mutual authenticationUser
A2

User B

Service B

Trusted third party Trusted third party

Figure 2. Cross domain problem model.

The private blockchain network that connects the factories and enables cooperation
was described in Section 3.1. Nodes within this network are certified and use PKI for secure
communication. Communication between blockchain nodes takes place over the internet,
utilizing the TCP/IP protocol.

As shown in Figure 1, field devices are not directly part of the blockchain network.
Instead, they may connect to controllers which act as blockchain clients. However, as the
Operational Technology (OT) section of the plants must be highly secure, direct internet
access is not allowed. As a result, most factories still use classic fieldbuses, and within those
buses, different machines may use different field protocols. While it is possible to have
local PKI, valid certificates may not be recognized on the internet due to security concerns.

In addition to the cross domain problem, there are several blockchain vulnerabilities
that need to be addressed, which will be discussed in the following section.

3.3. Blockchain Vulnerabilities

Blockchain technology, specifically private blockchains, relies on collaborative mainte-
nance by multiple nodes in the network to ensure transparency and security of transaction
and smart contract data. However, there are vulnerabilities that can be exploited by attack-
ers to undermine the integrity of the blockchain network [31]. This section highlights some
of the potential attacks that can occur in a private blockchain environment.
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The private blockchain is maintained collaboratively by all nodes on the network,
ensuring that all transaction and smart contract data is visible to all nodes.

1. Edge nodes and nearby nodes are inquisitive about the endpoints’ identities in order
to gain more advantageous information.

2. By impersonating end devices, attackers may intercept communication data and
undermine system security.

According to the above assumptions, the following attacks are possible:

1. Man-in-the-middle attack: an attacker intercepts communication data and spoofs both sides.
2. Distributed denial-of-service (DDoS) attack: the attacker overwhelms the majority of

network nodes and disables regular communication.
3. Replay attack: an attacker replicates authorized communication without the counter-

part’s consent in order to fool him.
4. Sybil Attack: in this attack, a single malicious node assumes many identities and

relocates itself around the network. This results in massive resource allocation being
made in an unjust manner.

5. Spam attack: in this attack, when numerous transactions are submitted to a blockchain
network in a short amount of time, the network’s nodes must receive, verify, send,
and store data; as a result, blockchain networks may get overwhelmed with data
packet traffic.

3.4. Requirements

The following section introduces and discusses the requirements based on the cross
domain problem and vulnerabilities of blockchain. In manufacturing, blockchain technol-
ogy is increasingly recognized for its potential to enhance security and administration. This
is particularly important as traditional industrial networks, including SCADA systems, are
vulnerable to security threats, especially with the increasing transmission of data through
them [32]. Authentication plays a crucial role in ensuring network security, as it verifies the
identity of devices and users requesting access to protected resources [33]. By restricting
communication to only authenticated devices and processes, companies can prevent unau-
thorized access and maintain secure connections between identified field devices that use
industry protocols. To address the cross-domain problem, establishing a secure connection
between the domains is necessary. To achieve this, specific requirements must be met,
which we will outline as follows:

1. Bus-internal communication: the bus-internal communication is the native fieldbus
communication between field devices and possibly directly integrated controllers.

2. Establishing end-to-end secure communication between two endpoints is the presence
of cryptographic keys and/or certificates for authentication there.

3. (PKI) can be extended to the field level or integrated into it. The entire life cycle of
a field device was taken into account. In particular, this includes the internal PKI, it
means it is just valid inside field bus area. it is necessary to avoid direct connection
from outside of subnetwork without monitoring.

4. Trusty full nodes: Trusty full nodes act as the manager of the blockchain authenticator
for the factory to which the node belongs and as the manager of the private blockchain.
They are also responsible for managing the devices in the factories’ domain and
providing blockchain nodes.

5. Table of trusty neighbor nodes for each node in blockchain.
6. Using Transport Layer Security (TLS). TLS is a cryptographic protocol and a good

starting point because of the following properties:

* The dependencies of TLS on layers above and below are low. TLS can be consid-
ered mature due to its widespread and mass use.

* TLS is also continuously and intensively put to the test.
* TLS is very flexible and allows adaptation to given requirements or boundary

conditions via numerous parameters.
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* TLS does not require an IP-based network, but only the possibility of the targeted
delivery of data packets, the so-called TLS records, to a specific recipient.

4. Proposed Scheme
4.1. Cross-Fieldbus Communication Model

In this section, we will discuss the secure end-to-end channel establishment for field
devices. A typical field device consists of a fieldbus application and a module for fieldbus
communication. Existing modules communicate via integration within the fieldbus com-
munication area, and new interfaces or services can be provided if required. The primary
objective is to establish a secure end-to-end channel using TLS across the communication
path or multiple channels.

When the bus’s own communication is secured, the goal is extended to secure the
actual fieldbus communication itself, which is achieved through an adaptation known
as “TLS-over-X”. However, before TLS can be used, data must be exchanged in some
form between the endpoints. It may not be possible to address user data explicitly and
without interaction with a specific endpoint. For instance, when communicating from a
non-IP-based automation network over the internet, address translation is required at the
edge of the automation network, which may not be controllable by the field device.

To address this issue, blockchain nodes in each subnetwork that already have a trust
value for one another can authenticate each other and act as a bridge between two endpoint
devices in different field devices. This enables secure communication between various field
equipment, as shown in Figure 3.
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Figure 3. Cross authentication between different subnets.
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4.2. Cross-Fieldbus Authentication Model

The authentication model in this study relies on X.509 certificates, which are asymmetric
objects in credential form that can be used for authentication during the TLS handshake. TLS is
a well-established and widely recognized solution for achieving confidentiality, integrity, and
authenticity in secure communication on the internet. However, using TLS can significantly
increase communication and computing effort, especially during the handshake phase when
client and server authentication and connection key derivation take place.

The key idea of this model is to establish trust between two participants who share only
one common root of trust by validating a subordinate certificate through the creation and
verification of the certificate chain up to the trust anchor. This enables a direct relationship
of trust to be established between participants who may have otherwise never been in
contact before.

In the case of blockchain nodes, trust between nodes can be established based on the
trust value list stored in the blocks and the trust management system used. However, in areas
without blockchain nodes, such as different subnetworks, direct authentication between
nodes is not possible, and different authentication protocols may be used. To illustrate the
authentication process and its steps, a sequence diagram is provided in Figure 4.

Peer A, Trust
Anchor in Domain

A

Device in Domain
B

Peer B, Trust
Anchor in Domain

B

Device in Domain
A

Trust Table in
Blockchain

3. Check for latest
trust value status

 
7. Check for latest
trust value status

 

18. Verifying Sig PA

12. Create a key peer

13. Create a key peer

15. Return new public key

14. Return new public key

20. Verifying Sig PB

24. Exchange information over encrypted TLS connection

Figure 4. Cross authentication sequence diagram.

In Figure 4, cross authentication sequence diagram is presented to illustrate the flow of
interactions between components in a system. To aid in understanding the diagram, Table 1
provides a set of symbols along with their corresponding explanations. In the following
steps, explains the authentication process.

• DA the request function Valid(DB) to check if the registration time in the domain B is
valid. PA query operation is performed on the consortium blockchain from trust value
lists and the result (PB||Ti) is returned. If Ti is not valid, then PA return the refuse
request DA for connection to DB and finish the session (steps 1–4 in Figure 4).

• PA request to PB to connect to DB. PB checks the validity of device (PA||Ti) to check if
PA is trustful or not. After it PB is decided based on trust value PA that continue to
communicate or finish the session (steps 5–8 in Figure 4) .

• If PB decide to continue, request to Valid(DA) to PA. PA sign the certDA and send it
DA and approve to allowance to have a connection (steps 9–21 in Figure 4).
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• DB send the TLS handshake with DA with temporary public key (step 22 in Figure 4).
• DA send the TLS handshake with DB with temporary public key (step 23 in Figure 4).
• Establishing a session between DA and DB, and exchange information over encrypted

TLS connection (step 24 in Figure 4).

Table 1. Description of symbols.

Description Parameter

Device in domain A DA
Peer in domain A PA

Device in domain B DB
Peer in domain B PB

Trust value device i Ti
Blockchain BC
Certificate Cert
Signature Sig

4.3. Formalize the Protocol

The formal verification rules presented here are a set of axioms and inference rules
that are used to prove the correctness of a system or protocol. These rules are expressed
in first-order logic and are used to reason about the behavior of the system or protocol
in a rigorous and systematic manner. The rules presented here include the Belief Rule,
which governs the propagation of beliefs among parties, the Authentication Rule, which
ensures that messages are authenticated by the appropriate parties, the Key Generation
Rule, which governs the generation of key pairs, the Key Distribution Rule, which governs
the distribution of keys, and the Hashing Rule, which ensures that messages are not
tampered with during transmission. By applying these rules, one can rigorously prove
the correctness of a system or protocol, which is essential for ensuring the security and
reliability of computer systems.

4.3.1. Rules Definition

Belief Rule:

∀PA, X, Y
((

Believes(PA, X) ∧ (X ⇒ Y)
)
⇒ Believes(PA, Y)

)
Let X be “Trust Status(PB) = Good” and Y be “Can Establish Connection(PA, A, B)”

∀PA, PB

((
Believes(PA, TrustStatus(PB) = Good) ∧ SendsCerti f icate(PB, PA)

)
⇒

Believes(PA, CanEstablishConnection(PA, A, B))
)

Assume that an agent PA believes a proposition X and X implies another proposition
Y. Use the definition of implication to show that if X implies Y, then the negation of Y
implies the negation of X. Assume that PA does not believe Y and show that this leads to a
contradiction. Conclude that PA must believe Y.

Authentication Rule:
∀PA, B, M, KB

((
ReceivesMessage(PA, M) ∧ SignedBy(M, B, KB)

∧Believes(PA, BelongsTo(KB, B))
)
⇒ Believes(PA, Sent(M, B))

)
Let K′

A be the new key pair generated by A. Assume that an agent PA receives a
message M that is signed by another agent B using a key KB, and PA believes that the
signature is valid and belongs to B. Assume that PA believes that B belongs to the key KB.
Use the definition of digital signature to show that if M is signed by B using KB, then M
must have been sent by B. Conclude that PA should believe that M was sent by B.
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Key Generation Rule:

∀A, K′
A

(
GeneratesKeyPair(A, K′

A) ⇒
(

Believes(A, BelongsTo(K′
A, A))

∧Believes(A,¬KnowsPrivateKey(K′
A))

))
Let K′

A be the new key pair generated by A and K′
B be the new key pair generated by B.

Assume that an agent A generates a new key pair K′
A. Use the definition of key generation

to show that if A generates a new key pair, then A should believe that it owns the private
key and that no one else knows it. Conclude that A should believe that it owns the private
key and that no one else knows it.

Key Distribution Rule:

∀PA, PB, K′
A, T

(
Sends(PA, Signs(K′

A, A, T)) ∧ Believes(PB, BelongsTo(K′
A, A))∧

Believes(PB, SignatureValid(Signs(K′
A, A, T))) ⇒ CanDecrypt(PB, M, EncryptsWith(M, K′

A))
)

Assume that an agent PA sends a signed message to another agent PB using a key pair
K′

A. Assume that PB believes that K′
A belongs to A, and PB believes that the signature is

valid. Use the definition of encryption and decryption to show that if PB believes that K′
A

belongs to A, and PB believes that the signature is valid, then PB should be able to decrypt
the message using the public key. Conclude that PB should be able to decrypt the message
using the public key.

Hashing Rule:

∀PA, PB, M, M′
((

ReceivesMessage(PA, M) ∧ SignedBy(M, A, K′
A, T)∧

Believes(PA, BelongsTo(K′
A, A)) ∧ Believes(PA, SignatureValid(Signs(M, A, K′

A, T)))∧
ReceivesMessage(PB, M′) ∧ SignedBy(M′, B, K′

B, T) ∧ Believes(PB, BelongsTo(K′
B, B)) ∧ Believes

(PB, SignatureValid(Signs(M′, B, K′
B, T))) ∧ (Hash(M) = Hash(M′))

)
⇒

(
Believes(PA, M = M′)

∧Believes(PB, M = M′)
))

Assume that an agent PA receives a message M that is signed by another agent A using
a key K′

A and that PA believes that the signature is valid and belongs to A. Assume that PA
believes that A belongs to the key K′

A. Assume that an agent PB receives a message M′ that
is signed by another agent B using a key K′

B and that PB believes that the signature is valid
and belongs to B. Assume that PB believes that B belongs to the key K′

B. Use the definition of
hashing to show that if two messages have the same hash value, then they are identical. Use
the definition of digital signature to show that if M and M′ are signed by the correct device.

4.3.2. Proof of the Belief Rule Using First-Order Logic

Premises:

1. ∀PA, X, Y (Believes(PA, X) ∧ (X ⇒ Y) ⇒ Believes(PA, Y))
2. Believes(PA, TrustStatus(PB) = Good) ∧ SendsCerti f icate(PB, PA)
3. X = “TrustStatus(PB) = Good”
4. Y = “CanEstablishConnection(PA, A, B)”
5. X ⇒ Y

Conclusion:
Believes(PA, CanEstablishConnection(PA, A, B))
Proof:

1. Believes(PA, X) (Assumption)
2. X ⇒ Y (Assumption)
3. Believes(PA, X ⇒ Y) (From 1 and 2, by Modus Ponens)
4. Believes(PA, Y) (From 3 and the Belief Rule)
5. Y = “CanEstablishConnection(PA, A, B)” (Assumption)
6. Believes(PA, CanEstablishConnection(PA, A, B)) (From 4 and 5, by Substitution)
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Therefore, we have proved that if a party PA believes that the trust status of another
party PB is good and PB sends a certificate to PA, then PA believes that they can establish a
connection with PB.

5. Evaluation and Security Analysis

The Evaluation and Security Analysis section of this report consists of several subsections,
including formal proof, addressing the vulnerabilities identified in Section 3.3, and benefits.
In the formal proof subsection, we provide a rigorous mathematical demonstration of the
correctness of the proposed solution. The addressing vulnerabilities subsection describes how
we have identified and addressed potential security risks in the system. Finally, the benefits
subsection outlines the advantages of the proposed solution over proposed scheme.

5.1. Addressing the Vulnerabilities of Section 3.3

We conduct a security study of the proposed strategy, taking the aforementioned
possible risks into consideration.

1. Man-in-the-middle attack: any two communicating parties’ communication data
is symmetrically encrypted using the TLS session key, which eliminates the risk of
leaking private data. Even if the data is stolen, the attacker will be unable to decipher
future ciphertexts in order to acquire meaningful information due to the use of Perfect
Forward Secrecy [34].

2. 51% attack: according to the blockchain consensus method, an attacker may com-
promise the blockchain system’s security only if they control more than 51% of the
nodes or arithmetic power, which is considered unfeasible in terms of practicality and
likelihood [35]. Furthermore, for authentication, peers for each subsystem verify the
other side’s peer trust value, lowering the danger of connecting to a rogue node.

3. Replay attack: random values and a counter for nodes in each session are used to
guarantee that communication messages remain current across sessions, avoiding
replay attacks [34].

4. Sybil Attack: Schloss has a TMS that accomplishes the objective via the use of a
trust-based mechanism. Schloss is used as a trust factor when routing choices are
made and rogue nodes are detected. The choice is made entirely on the basis of node
trust, and bad nodes are swiftly separated from the network.

5. Spam attack: blockchain technology has the potential to guard against spam assaults [36].
All communication is handled as transactions, and each transaction is given a time stamp
indicating that it requires a consensus phase to take effect. As a result, an attacker cannot
insert spam messages since they would be rejected by the consensus process.

5.2. Benefits

The suggested schema provides an additional verification layer to the system, which
can be used in conjunction with authentication management to dynamically manage access
and communication between nodes in a distributed manner. This enhanced security
mechanism is based on blockchain authentication, which allows for more secure and
transparent communication.

While this added layer of security is promising, it is important to note that any new
system element can also introduce new attack surfaces that must be carefully considered.
Thus, to ensure the effectiveness of this security mechanism, a comprehensive security
analysis must be conducted to identify and address any vulnerabilities in the system.

The security analysis should include a thorough evaluation of the system’s architecture,
communication protocols, and access controls. It should also assess the potential impact of
attacks on the confidentiality, integrity, and availability of the system’s data and resources.
Based on the results of the analysis, appropriate security measures and countermeasures
should be implemented to mitigate any identified risks.
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Overall, by incorporating this proposed schema into the system and conducting a
thorough security analysis, organizations can enhance the security of their networks and
systems, enabling more secure and reliable communication between nodes.

6. Conclusions

In this study, we have introduced a novel certificate-based cross-domain authentication
mechanism tailored for various field devices operating in industrial environments. Our
approach goes beyond the standard authentication system by incorporating several key
improvements. Firstly, we leverage a cross-domain authentication technique that relies on
trust values generated by blockchain nodes, enabling secure and reliable authentication
across different domains. This ensures that devices from separate domains can establish
trust and authenticate each other effectively.

Furthermore, we have developed a robust multi-domain joint authentication mech-
anism, which enables coordinated authentication processes among multiple domains.
This mechanism promotes seamless and efficient authentication procedures, facilitating
interoperability and collaboration among different entities within industrial networks.

To guarantee the confidentiality and integrity of communication channels, we have
employed end-to-end secure communication utilising the TLS (Transport Layer Security)
protocol. This ensures that data transmitted between authenticated devices remains pro-
tected against unauthorised access or tampering.

By synergistically combining these approaches, we have successfully created a de-
centralized cross-domain authentication mechanism. This mechanism offers enhanced
security, efficiency, and interoperability for industrial settings, where the authentication of
diverse field devices is essential for maintaining operational integrity and safeguarding
critical processes.

Moving forward, we are committed to further advancing this area of research. Our
future endeavors will focus on exploring connections with other industrial authenticator
frameworks to foster compatibility and seamless integration. Additionally, we plan to
investigate the incorporation of hardware-based authentication techniques, leveraging the
latest advancements in hardware security, to augment the overall robustness and resilience
of our authentication mechanism.

Overall, our proposed mechanism holds immense potential in elevating the security
and efficiency of authentication practices in industrial settings. By addressing the unique
challenges and requirements of cross-domain authentication, we aspire to inspire further
research and development efforts in this critical domain, driving advancements in industrial
security and fostering a safer and more interconnected industrial landscape.
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